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Executive Summary

Terrorism, rogue states, and the prospect of renewed state-to-state competition
comprise the security environment facing the United States and will define that
environment for the foreseeable future. Potential competitors and adversaries are
turning to asymmetric strategies in an effort to alter the strategic balance of power
which otherwise favors the United States. Such strategies seek to exploit U.S.
vulnerabilities to inflict or threaten to inflict damage to innocent people, cities and
symbolic landmarks with the goals of upsetting public or allied opinion, creating terror
and destruction, and possibly restricting freedom of action and/or deterring or
dissuading U.S. responses. An ideal weapon for a nation or group looking to pursue
such a strategy is the cruise missile.

Cruise missiles are easy to hide, adaptable, highly capable and relatively cheap. They
can carry a variety of warheads, with the capacity to strike population centers, military
bases, and deployed military units. In short, they are an instrument for deterring or
increasing the costs of U.S. military operations, a way to hold U.S. overseas bases at
risk, and a means to put the U.S. homeland at risk.

Tens of thousands of cruise missiles are available around the world and the threat is
growing with time. Many states possess cruise missiles, either through indigenous
development or purchase, and nearly all who have studied the issue concur with the
National Air and Space Intelligence Center’s conclusion that “the cruise missile threat
to U.S. forces will increase over the next decade.”

These weapons are no longer solely the purview of the great powers; quite the
contrary, the number of states in possession of cruise missiles is large and growing, and
the threat to the U.S. grows alongside this proliferation of cruise missile technology.
Many countries already have cruise missiles of varying types and about twenty can
manufacture their own missiles, with the others able to import them from a variety of
sources, most particularly from known proliferator states.

Importantly, the greatest barriers to proliferation, namely, the detailed mapping
databases and highly-sophisticated computers/memory required for accurately
designating and homing in on land-targets, have all but disappeared recently with the
advent of global positioning system (GPS) guidance, GPS-based maps, Google-Earth,
and the latest generations of commercially-available off-the-shelf computers and
memory. Accuracy of even a hundred meters is more than sufficient to serve as a
terror weapon, and is tantamount to pinpoint-precision when delivering a weapon of
mass destruction, especially a nuclear weapon. Further, current proliferation regimes
have failed to prevent cruise-missile proliferation, as virtually all the requisite tech-
nologies can be sourced from dual-use technologies.




These concerns are no longer hypothetical. Operation Iragi Freedom saw cruise
missiles fired at U.S. forces for the first time. Iraq fired five modified HY-2 missiles at
U.S. forces and Hezbollah used them during the recent conflict with Israel in Lebanon.
National security strategists are thinking about how to respond to a cruise missile
launch from a commercial container ship.

This report considers the cruise missile threat confronting the United States and, after
assessing the various strategies advanced for addressing those threats, concludes that
new emphasis on the development and deployment of cruise missile defense is an
essential national security and homeland defense priority. The report identifies the
extent to which cruise missile capabilities and technologies have proliferated and then
summarizes the circumstances where cruise missiles might be used in anger against the
United States.

By holding allied populations at risk, terrorists or other adversaries can threaten cruise
missile attacks as a means to blackmail or coerce otherwise friendly nations to withhold
or restrict support to the U.S. by denying access to bases or airspace, for example.
Strategically placed systems at key geographic chokepoints, such as the Panama Canal
or the Straits of Hormuz, could paralyze international commerce and raise appre-
hensions worldwide. Finally, their use or threatened use against the U.S. homeland is
an all-too-real consideration.

The United States has four strategies it can pursue alone or in some combination to
protect its citizens, cities, and deployed military forces from cruise missiles. These
strategies are: (1) the denial of access to technologies and systems through the non-
proliferation regime; (2) pre-emptive attacks by U.S. military forces against systems and
infrastructure in hostile states or the interdiction of vessels before they get within range;
(3) hardening of critical infrastructures against the impacts of a cruise missile attack
domestically or abroad; or (4) constructing a robust active defense capable of destroying
a hostile cruise missile before it reaches its target.

After the strengths and weaknesses of each approach are considered, the clear
conclusion is that active defenses are necessary to secure the U.S. homeland from
growing threat of cruise missiles. Active defenses complement the other three strate-
gies and, at the same time, provide U.S. citizens with protection from a growing
challenge to U.S. security. An effective cruise missile defense must have four basic
elements. Those elements are:

B the capability to detect and then track a cruise missile after it is launched;

B interceptors to destroy the attacking cruise missile;

B battle management and communications network that ties the first two elements
together and allows for seamless real-time engagements; and

B the ability to effectively predict and manage the consequences of a cruise
missile attack.




Unfortunately, the United States presently lacks a serious and focused effort to
construct a viable, wide-area defensive system. The U.S. approach to cruise missile
defense has focused on the defense of particular military assets, such as warships or
military bases. The systems available for those missions are superb, but are ill-suited
for the wide geographic coverage and persistence needed for homeland defense.
Further, the absence of a clear mandate to assume the mission of cruise missile defense
clouds long-term budget decisions and program development.

While there are many competing security priorities and demands on scarce resources,
the defense of U.S. citizens remains the preeminent obligation of government — one
that is ignored at great peril.




Introduction

“Anybody in my opinion has the ability to make a very inexpensive cruise missile.
It is not a matter of technology. It is just a matter of when it is going to happen.
So, we just have to decide when (and how) we are going to be ready to deal with
that situation.”

Gen. John Jumper (ret.), former Chief of Staff, U.S. Air Force!

A relatively inexpensive and highly capable set of weapons present the United States
with unique new challenges. Despite widespread acknowledgment that cruise missiles
are already in the hands of a variety of real and potential adversaries, U.S. cities, its
troops deployed abroad, and the citizens of friends and allies remain undefended and
exposed. The day is already upon us when foes of the United States can buy or easily
build cruise missiles and use them to attack the U.S. homeland, U.S. troops, or friends
and allies. Iraq’s use of a modified cruise missile system during Operation Iraqi
Freedom is the first shot of many to come. Any review of the available options leads
to the inescapable conclusion that the growing likelihood of a cruise missile attack, and
the untenable consequences of allowing such an attack to succeed, demands the
development of a coherent and capable defense against them.

A cruise missile is “a guided missile, the major portion of whose flight path to its target
is conducted at approximately constant velocity; depends on the dynamic reaction of
air for lift and upon propulsion forces to balance drag.”? They were first introduced for
use in combat by Nazi Germany against England in World War II, over sixty years ago.?
They were difficult to stop then; today, they are far more sophisticated, numerous and
far-reaching. Cruise missiles draw upon every existing manner of precision-guidance
and can carry every variety of destructive payload known to man, from high-explosives
to chemical, biological and nuclear weapons.

The military forces of the United States or its allies, along with overseas military bases,
historically were considered the main targets for cruise missiles. Throughout the Cold
War, the United States struggled with the challenge posed by Soviet cruise missiles.
The U.S.’s frequent use of cruise missiles since the end of the Cold War has
demonstrated their effectiveness and utility and expanded demand for them. Willing
suppliers of the technologies and systems in the global arms market make cruise
missiles widely available today. More and more nations now possess them or have
access to them, as do terrorist groups. Further increasing the attractiveness of the
cruise missile is its adaptability. Cruise missiles lend themselves to creative new uses,
such as a launch from a seafaring cargo container. Given that more than 75% of the
U.S. population is located within 200 miles of a coastline, the consequences arising
from a cruise missile attack on the homeland are not trivial. In short, dozens of
countries either possess or produce them. They are flexible enough to attack anything
from individual buildings to aircraft carriers and entire cities.




As Gen. John Jumper, the former Air Force Chief of Staff noted, the question faced
by the U.S. military and, indeed, the U.S. public is not whether we will face a cruise
missile attack, but when and what we do to try to stop these attacks in the meantime.
The United States has four strategies it can pursue alone or in some combination.
They are: (1) denial of access to technologies and systems through the non-
proliferation regime; (2) pre-emptive attacks against deployed systems and
infrastructure in hostile states or interdicting vessels before they get within range; (3)
passive defense against the impacts of a cruise missile attack domestically or abroad;
or (4) construction of a robust active defense.

After reviewing the capabilities of modern cruise missiles and the threats they
represent, we consider the effectiveness of each of these strategies. Independently,
none provides a sufficient response to the challenge of which Gen. Jumper speaks.
The non-proliferation regime clearly has failed to curtail the proliferation of the
necessary technologies and systems. Cruise missiles are already in the hands of those
who wish harm to the U.S. A pre-emptive strategy would involve enormous political
risk and consequences, domestically and internationally, and reliance on it as the chief
defensive strategy against a cruise missile attack virtually ensures that some missiles will
reach their targets successfully. The relative ease with which these systems may be
hidden, either on land or at sea, complicates efforts to actively pre-empt their launch
and places enormous challenges on our intelligence system to predict when, where,
and how they might be used. Passive defenses imply capitulation and would result in
considerable, and largely unnecessary, expense. Active defenses are available, but
heretofore are limited, underemphasized, and underutilized for applications beyond the
defense of military aircraft and naval vessels. The military systems currently employed
are effective at meeting their central objective — the destruction of the attacking cruise
missile — but are ill-suited for defending wide geographic areas, such as the U.S.
homeland. Utilizing these assets for long-term homeland defense is unnecessarily
expensive and would divert those valuable capabilities from other military missions and
uses. There are systems and capabilities, which if developed and deployed for this
purpose, could provide the United States with an effective defensive capability to meet
today’s threats.

Because cruise missiles are small, swift, low-flying and stealthy, and so extremely
difficult to detect and defend against, they are an ideal weapons system for a state or
group seeking to challenge the U.S. in the face of major mismatch in overall military
power. The elements for effective defenses exist in the U.S. military’s active inventory
and in varying stages of technical development, but as Gen. Jumper stated, whether
the U.S. is ready to “decide when and how we are going to be ready to deal with that
situation” remains an open question.




Technical Characteristics of the Cruise Missile

Cruise missiles are precision weapons designed for use against both land and sea
targets and are launched from land, air, or sea platforms. The two broad categories of
cruise missiles are land-attack cruise missiles (LACMs) and anti-ship cruise missiles
(ASCMs). ASCMs use radar and/or heat-seeking sensors to find and strike their
targets.” LACMs, however, are by far the greater worry, as they are equipped with
Global Positioning System (GPS) capabilities and ground-map/terrain-following
systems that enable them to fly low-altitude, terrain-following, defense-evading paths,
and accurately strike land targets ranging in size from individual buildings to entire
cities. While both types of cruise missiles can carry nuclear or other weapons of mass
destruction (WMD) warheads, the capability of LACMs to deliver WMDs to major land
targets, such as cities, is cause for particular concern.®

Cruise missile ranges are as little as 25 miles for the French Exocet anti-ship missile’
or as long as 2,200 miles for the Russian AS-15 Kent, which also can carry a 200
kiloton thermonuclear warhead.® The ability to strike at a distance of 25 miles allows
an attacker to sink any ship that can just be seen on the horizon. By contrast, 2,200
miles is more than enough for a cruise missile to fly from Tehran to Moscow, or for
that matter, from Moscow to Paris.” Further compounding the range variability is the
fact that these terrain-hugging air-breathing vehicles, unlike ballistic missiles, can take
circuitous routes to their targets to slip around or behind defenses, not unlike manned
combat aircraft.

A LACM in Flight

"A LACM is an unmanned, armed aerial vehicle designed to attack a fixed or
mobile ground-based target. It spends the majority of its mission in level flight, as
it flies a preprogrammed path to a predetermined target. Propulsion is usually
provided by a small jet engine."

"Because of highly accurate guidance systems that can place the missile within a
few feet of the intended target, the most advanced LACMs can be used effectively
against very small targets, even when armed with conventional warheads. LACM
guidance usually occurs in three phases: launch, midcourse, and terminal. During
the launch phase, a missile is guided using only the inertial navigation system (INS).
In the midcourse phase, a missile is guided by the INS updated by one or more of
the following systems: a radar-based terrain contour matching (TERCOM) system,
a radar or optical scene matching system, and/or satellite navigation system such
as the U.S. Global Positioning System (GPS) or the Russian Global Navigation
Satellite System (GLONASS). The terminal guidance phase begins when a missile
enters the target area and uses either more accurate scene matching or a terminal
seeker (usually an optical or radar-based sensor)."

National Air and Space Intelligence Center, Wright-Patterson Air Force Base,
Ballistic and Cruise Missile Threat (March 2006)




Employing virtually every form of guidance technology available, from inertial
guidance, global positioning system (GPS), active radar, television, infra-red, imaging
infra-red, terrain mapping and recognition (using either strobes or lasers) and even
autonomous target-recognition, the accuracy of cruise missile systems has increased
markedly in recent years. These sensors and guidance systems are described in

Table 1.

Table 1 - Types of Cruise Missile Sensors and Guidance Systems

Sensor/Guidance System

Description

Inertial Navigation
System (INS)

Measurement of a vehicle's acceleration in all three axes
to determine its displacement from its launch point, and
so to determine its position.

Global Positioning
System (GPS)

Series of signal-and-timing-emitting satellites, the relative
positions of which are used to determine a receiver's
position in three dimensions. Can be used to determine
velocity, wind, etc.

Terrain Contour Matching

System (GPS)

Vehicle uses active radar to scan the ground below for
comparison with an internally stored ground-map.

Digital Scene Matching
Area Correlation (DSMAC)

Terminal area imagery is compared with preloaded
satellite imagery to find and attack the sought-after target.

Active Radar

Vehicle emits its own radar signal, and homes in on
the energy reflected off the target.

Anti-Radiation (Passive Radar)

Vehicle detects and homes in on enemy radar emissions.

Infra-Red (IR)

Vehicle homes in on heat emitted from its target.

Imaging Infra-Red (IIR)

Vehicle can recognize a heat-based image of its target.

Autonomous Target
Acquisition (ATA)

Vehicle can find, recognize and attack a target completely
autonomously; target is not necessarily preloaded, as
with DSMAC.

Source: Missile Guidance, (aerospaceweb.org, 2006), http./www.aerospaceweb.org/

As the National Air and Space Intelligence Center notes, the guidance systems of a
cruise missile in flight are updated three times in the most advanced cruise missiles.
This allows these systems to hit within a few feet of their targets.” In contrast, the
widely available ballistic missile, the SCUD-B, may strike from 1 to 2 kilometers from
its intended target, at a much higher per missile cost." The commercial availability of




GPS and Russian GLONASS and the future European Galileo reduces the cost and
access barriers to more accurate navigational aids. One estimate suggests that
widespread availability of these satellite navigation systems “has allowed Third World
countries to leapfrog probably 15 years of development for long-range, fairly accurate
LACMs.”*? Integration of these capabilities into cruise missiles is done cheaply, on the
order of $50,000 to $150,000 per missile, using technologies and products widely
available on the commercial market.

Figure 1 - Silkworm Missile at an Iraqi Storage and Maintenance Facility

Source: http;/www.nti.org/images/uav_silkworm.gif

Cruise missiles normally fly at altitudes of approximately 300 feet, but more
sophisticated missiles fly at altitudes of a few tens of feet above the ground or sea
through most, if not all, of their flight to their targets, making their detection and
interception very difficult. Additionally, since cruise missiles are much smaller and
simpler in design than manned aircraft and possess much smaller radar cross-sections,
they are more difficult to detect and likelier to slip through defenses to hit their targets.
Similarly, their jet engines are correspondingly smaller than those of manned aircraft
and thus generate far less heat in their exhaust, making their detection more difficult
for heat-seeking missiles and sensors. Indeed, it is arguably the advent of small jet
engines that gave the cruise missile its deadly advantages of speed, sustained operation,
range, low-altitude flight, and maneuverability. These characteristics reveal the neces-
sity of employing sufficiently robust and sophisticated sensor, detection, and tracking
capabilities when considering defensive architectures.




Over the years, cruise missiles have become smaller, faster, and capable of being
launched from many platforms. Table 2 outlines the evolution of major cruise missile
systems. Early generations of cruise missiles, such as the Soviet Styx, were the size
and weight of small aircraft. These weapons and their Chinese-made copies, the
Silkworm and Seersucker, have seen nearly continuous improvements to their
guidance systems since their introduction. These weapons were limited to large
platforms, such as bombers, ships and specially-equipped submarines. Succeeding
generations of cruise missiles are much smaller and more sophisticated.

Figure 2 - Cutaway View of Tomahawk Ship-Launched Cruise Missile

TOMAHAWK

BLOCK IV

Wid-Body Seotion

. AFT-Body Bection

&  Main Fuel Tank - 550 lbs

®  Wing and Wing Door Deploy System
Payload Bection Doors

*  Titanium Case Warhead

Gusdnnc Elbebronies it

® Anti-lam GPS Receiver

* Satellite Daln Link Torminal
for h"—m COmmunications.
[  Hose Section| s PEXN-10T Type || Explosive

]
® Foreard Fuel Tank 450 Ibs.

Bpecifications | . mn‘iim
2800 s, 34 1bn with reckst motor depiayed by
1000 miles Nnear activators

TOO i Insensitive

Inertial navigation with GPS, DSMAC, and

TERRAIN contowr mabching .

Retargeting: Anty ts change Targel on command via
satelit communications

Weighl:
Range:
Warhvead:
Guidance: Low Bypass turbo fan engine,
650 Iba class, centered tail-pipe
to direct thrust

Source: Staff, Tomahawk Block IV Missile, PMA-280, (United States Navy, March
2006), http/www.strikenet.js.mil/pma-280/BLK4.htm

The U.S. Air-Launched Cruise Missile (ALCM) and Tomahawk epitomize next-
generation trends. They are carried by many more varied types of platforms, from
tactical attack aircraft to small patrol boats, destroyers, cruisers, and submarines
(meaning that virtually any submarine can now launch cruise missiles), as well as in
much greater numbers per platform by heavy bombers such as the B-1 and B-2. As

10



the size decreases, they are capable of launch from smaller and thus more numerous
land-launch platforms such as trucks and towed launchers.’® Importantly, these
weapons take advantage of new generations of guidance technology, in which
geographical details of the path to the target are downloaded into the memory of the
missile, enabling them to fly terrain-contour-following flight paths, to hide their
approach from adversaries’ air-defense radars. These tactics had previously only been
possible with manned strike aircraft. The Russian SS-N-21 Sampson'* and the U.S.
Tomahawk™ fit into this category.

Table 2 - Cruise Missile Development Timeline

Year Milestone Nation

1916 First test flight of gyroscope-guided pilot-less aircratft. U.S.

1919 ‘Bug’ test program. U.S.

1918-39 Experiments in pilot-less & remotely-piloted weapons. U.S., UK, etc
1931-1934 Work on pulse-jet engine and pilot-less aircraft. Germany
1941-1943 Development of V-1 ‘buzz-bomb.’ Germany
1944 Use of V-1s, world’s 1st cruise missiles, in combat. Germany
1949-1961 ‘Snark,” Hound Dog, Regulus cruise missile programs. U.S.
1975-1982 Harpoon ASCM; SLCM, ALCM, GLCM U.S.

1960 SS-N-2 Styx ASCM USSR

1976 AS-15 Kent et al LACMs USSR

1981 SS-N-22 Sunburn et al ASCMs USSR

1993 SS-N-26 Yakhont ASCM USSR

1975 Exocet ASCM France

1968 Silkworm et al ASCMs China

1975 C-802/C-802 Saccade et al ASCMs China

1996 HN-2 LACM China
Sources: Werrell, Kenneth P. The Evolution of the Cruise Missile. (U.S. Government
Printing Office: Washington, D.C., 1985); and Duncan Lennox, (Ed.), Jane’s Strategic
Weapon Systems, (Surrey: Jane’s Information Group, Issue Forty — January 2004).

The latest generation of cruise missiles from such countries as the U.S., France and
Great Britain offer advanced capabilities from supersonic speeds, extended ranges, and
in some cases, e.g., the latest-generation American Joint Air to Surface Standoff
Missile (JASSM)* and the European Apache,"” outright stealth.

Navigation and sensor systems are often combined to achieve the most effective
weapon possible for the mission, target type, and the allotted unit cost. Some
examples of these combinations are given in Table 3.
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Table 3 - Some Representative Cruise Missiles

. . .. . Homing .
Name Origin | Mission Guidance Sensors Range (mi)
Styx Russia Anti-ship Autopilot Active radar/IR 48
Exocet France Anti-ship INS Active radar 42
Harpoon U.S. Anti-ship INS Active radar 81
Silkworm China Anti-ship Autopilot Active radar 53
HY-4 China Anti-ship TBD TBD 300 nm
Tomahawk | U.S. Land-attack | INS, DSMAC (some 2,200

TERCOM versions) (-A strategic
and GPS version)
Krypton Russia Anti-ship INS Active/passive 120
radar versions

Harpy [srael Anti-radar INS Active/passive, EO | 300
JASSM U.S. Land-attack | INS, GPS IIR 500
List of Acronyms:
EO = Electro-Optical IR = Infra Red
INS = Inertial Navigation System IR = Imaging Infra-Red
TERCOM = Terrain Contour Matching GPS = Global Positioning System
Source: Duncan Lennox, (Ed.), Jane's Strategic Weapon Systems, (Surrey: Jane's
Information Group, Issue Forty - January 2004): 243-245; Harpy, Israeli-Weapons.
com, 2006, http//www.israeli-weapons.com/weapons/aircraft/uayHARPY.html.

The last and perhaps most important characteristic of note is that cruise missiles can
carry a wide variety of warheads, from a few hundred pounds of high-explosive to all
types of weapons of mass destruction, including chemical and biological weapons and
thermonuclear warheads of up to 250 kilotons yield.'®

Even with these significant capabilities, the cruise missile is an affordable weapon. The
widespread availability of finished systems and components, coupled with the dual-use
nature of many of the technologies involved, make for a robust market for prospective
buyers. A U.S. Army estimate from the mid-1990s suggests that for an investment of
$50 million, a country could purchase at least 100 cruise missiles.’* Now more than
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10 years old, this estimate has undoubtedly changed, but with the entrance of new
players into the cruise missile marketplace, there is without question a robust and cost
competitive marketplace for buyers, with reduced barriers to entry as the technology
has proliferated.

The Three Paths of Land-Attack Cruise Missile Proliferation

Nations or terrorist groups seeking the more capable LACMs can use any of the
following three paths to obtain them: (1) acquiring them, legally or illegally, from a
current producer; (2) developing them indigenously; and (3) modifying existing stocks
of ASCMs or UAVs.? Importantly, the greatest barriers to LACM proliferation,
namely, the detailed mapping databases and highly-sophisticated computers/memory
required for accurately designating and homing in on land-targets, have all but
disappeared recently with the advent of GPS guidance, GPS-based maps, Google-
Earth, and the latest generations of commercially-available off-the-shelf computers and
memory.?! An accuracy of even a hundred meters is more than sufficient to serve as
a terror weapon, and is tantamount to pinpoint-precision when delivering a WMD,
especially a nuclear weapon.? Further, current proliferation regimes have failed to
prevent cruise-missile proliferation, as virtually all the requisite technologies can be
sourced from dual-use technologies.*

During the Cold War, only the U.S., France and Russia had the technological
sophistication to produce LACMs. Now, however, the club has grown and some of the
new entrants are putting them on the international marketplace. There are currently
six LACM-producing nations offering them for export: China, Russia, France, the
United Kingdom, South Africa, and Pakistan. Russia, in particular, has a long history
of selling advanced arms to threat states, arms which have since found their way into
the hands of other threat states.*® Of particular note is the sale of Russian-made
strategic-range Kent LACMs by the Ukraine to China and Iran.?® Also of increasing
concern is Pakistan’s decision to offer its newly-deployed Hatf-VII LACM for export.?

China also has LACMs under development,?” which might very well be offered for
export, as it has other missiles and other weapons technologies in the past.?®
Reproduction and modification of cruise missiles by capable third party producers for
greater range is highly likely. Iran already has proven itself adept at reproducing and
modifying ASCMs sourced from China, making the reproduction of its recently-acquired
Kents, especially with Russian and/or Chinese assistance, likely only a matter of time.”

The third route for the acquisition of LACMs, though by no means the easiest, is
conversion of an ASCM. ASCMs have different, simpler guidance systems and smaller
fuel capacities than their more strategically-affective LACM counterparts. The guidance
systems, sensors, and main structures all require upgrading or replacement to suit the
LACM mission. The task is quite easy to do. Guidance systems can be interchanged,
especially if the missile was designed for this from the outset, for more sophisticated
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land-attack guidance systems using modern computing technology and GPS.** The
greatest difficulty is obtaining more powerful, capable and fuel-efficient jet engines to
propel the extra mass and distance of a LACM compared with the original ASCM, but
even these are available as dual-use items from commercial aircraft suppliers.®

Importantly, modern ASCMs are highly sophisticated, deadly weapons. The Russian
Club, Moskit, Yakhont, and Russian/Indian BrahMos ASCMs use supersonic climb-
and-dive attack tactics (and the latter three use ramjets to achieve speeds over three times
the speed of sound) making them extremely difficult to defend against.** Modification of
such weapons to the land-attack role makes for a truly unsettling scenario.

Similarly, modification of UAVs to LACM status requires the same sorts of upgrades as
those of an ASCM, or they might simply require the emplacement of explosives, and
a competent remote-operator to manually guide the UAV in to its intended target.** A
warhead-armed UAV can be as accurate as an ASCM, but the payloads are much
smaller than those of dedicated cruise missiles and their operating speeds are much
lower than that of a cruise missile. This renders UAVs much more vulnerable to alert
air defenses, as demonstrated by the interception of a Hezbollah UAV by the Israeli Air
Force during the 2006 conflict in Lebanon.*

Many states currently possess cruise missiles, either
through indigenous development or via outright purchase.
The threat is growing with time. The National Air and
Space Intelligence Center concludes that “the cruise missile
threat to U.S. forces will increase over the next decade.”
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Cruise Missile-Armed Countries of Interest

Many states currently possess cruise missiles, either through indigenous development
or via outright purchase. The threat is growing with time. The National Air and Space
Intelligence Center concludes that “the cruise missile threat to U.S. forces will increase
over the next decade.” Even if a state ‘only’ starts with ASCMs, the inherent danger
is that the expertise to build such a weapon will eventually expand from tactical ASCMs
to strategic LACMs. In addition, increasing numbers of states are obtaining not only
cruise missiles, but the means of producing them indigenously.

Estimates of the number of cruise missiles available worldwide vary. One estimate
provided for the Congress suggests there are approximately 130 types of cruise missile
types distributed between 80 nations.** The more common ASCM is in the hands of
at least 70 countries, accounting for over 75,000 missiles.*” It is generally agreed that
19 countries currently manufacture ASCMs and 11 export them. The countries of
greatest concern on the list of exporters, Iran, China, and North Korea, tend to have
older ASCM s in their inventories.* Russia is both “a world class producer” of anti-ship
cruise missiles and has “a willingness” to sell or barter the technology.*

The less common but more capable LACM is proliferating rapidly. In 1998, the National
Air Intelligence Center stated that only three countries possessed LACMs and none were
exporters.®® Just two years later, the estimate was raised to 9 nations involved in
production of LACMs* and the most recent estimate puts the number at twelve.*

According to officials from the U.S. Defense Intelligence Agency (DIA), in the past,
ASCMs were the most widely produced cruise missile variant, but LACMs are now
leading in production, based on spending trends in missile research and development.
The DIA further estimates that China will have hundreds of LACMs by 2030 and
that Iran, Syria and Libya will also soon have a modest number by this date.** While
nascent LACM producers such as South Africa and Taiwan are not currently
proliferation concern states per se,* it is not inconceivable that they might offer these
weapons for sale, as India and Russia plan to with the BrahMos ASCM.*

Table 4 - Land Attack Cruise Missiles (LACMs) of the World

Designation II\:I::::IE) ry g:::)ge g(z;;;load Motors Status
Russia
AS-3 Kangaroo 650 2,300 Turbojet
AS-15 Kent (Kh- 782 600/ 410/150 Turbo-fan Dev't
65SE/Kh-101) 3,000 -2 vers.
AS-19 Koala 4,000 875 ended
Alfa 600 In Dev't
SS-N-21 Sampson'”! 200 2,400 410 Turbo-fan
France
Apache/Apache Al 140/ 520/400 Turbojet

250-400
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Table 4 - Land Attack Cruise Missiles (LACMs) of the World (cont.)

(Apache variant)

-400

Designation II\:lli/s:ri:ti) ry g::::)ge g::;;load Motors Status
SCALP 500-800 400 Dev't
ASMP 300 Rocket/ramjet
ASLP 1,300 Rocket/ramjet Dev't
Teseo Mk3 300 145 Turbojet Dev't
Germany
Taurus (KEPD-350) 350 500 Turbojet Dev't
United Kingdom
Storm Shadow 500-2,000 250-400 400 Turbojet Dev't
Pegasus 200+ 500 Turbojet Cancelled
China
Xiong Ying? 1,500 Turbo-fan Dev't
-2,000
HN-1/-2/-3 600 (HN-1) Turbojet/
-3,000 Turbo-fan
(HN-3)
AS-15 Kent (Kh- 6? 600/ 410/150 Turbo-fan Dev't
65SE/Kh-101)? 3,000
Iran®
AS-15 Kent (Kh- 6? 600/ 410/150 Turbo-fan Dev't
65SE/Kh-101) 3,000
Israel
Popeye Turbo 350 895 Turbojet
Delilah derivative 400 450 Turbojet Dev't
Modular Standoff 400 675 none Dev't
Vehicle
Harpy™
Pakistan®®
Hatf VII ‘Babur’ 500 Turbojet
Babur 2 1,000 Turbojet Dev't
South Africa
Torgos (multi-purpose 300 Turbojet Dev't
standoff weapon)
Taiwan
Hsiung Feng 300 Turbojet Dev’t
UAE
Black Shaheen 140/ 250 520/400 Turbojet

— January 2004)., 179

[3] Ibid.

harpy/HARPY.html

Note: all systems are currently in service unless otherwise noted.

[5] “Hatf-7, Babur Cruise Missile,” PakistaniDefence.com, October 2005

[1] Duncan Lennox, (Ed.), Jane’s Strategic Weapon Systems, (Surrey: Jane’s Information Group, Issue Forty

[2] Bill Gertz, Missile Sold to China and Iran, (Washington: The Washington Times, April 6, 2005),
http://www.washingtontimes.com/national/20050405-115803-7960r.htm

[4] Harpy, (Israeli-Weapons.com 2006), http://www.israeli-weapons.com/weapons/aircraft/uav/
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China

Arguably the world’s greatest missile-technology proliferator, China is using a mix of
imported and indigenously-developed technology to rapidly expand its cruise missile
stocks. It has sold Silkworm and Seersucker knockoffs of the Soviet Styx for
decades.”® China also produces and exports its own second-generation cruise-missile,
the C-802 Saccade, an Exocet-like high-subsonic weapon with a range of 120 km.*’
Furthermore, the pipeline of Russian-sourced missile technology remains robust.
China recently acquired the Russian SS-N-22 Sunburn destroyer-launched*® and SS-N-
27 submarine-launched” supersonic-attack anti-ship cruise missiles, continuing the
decades-long procure-and-replicate pattern. Disturbingly, China has also acquired the
Russian-made AS-15 Kent thermonuclear-warhead-capable strategic land-attack cruise
missile.”® The prospect of further reverse-engineering or license-producing copies of
these weapons and exporting (proliferating) them to other states, including those that
are hostile to the U.S., cannot be discounted.

Figure 3 - Chinese C-802 Anti-Ship Cruise Missile

Source: "YJ-62 (C-602) Anti-Ship Cruise Missile," Chinese Defence Today, 2005,
http:/www.sinodefence.com/navy/navalmissile/yj621.asp
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Figure 4 - Russian SS-N-27 'Club' Cruise Missile

Source: 3M-54E (SS-N-27) Anti-Ship Cruise Missile, (sinodefence.com, April 27,
2006), http./www.bharat-rakshak.com/NAVY/Klub.html

Russia

Russia, the heart of the former Soviet Union, has produced a great many cruise
missiles, both in types and quantities over the years, from the 1960s-vintage SS-N-3
Styx, through the latest supersonic SS-N-22 and SS-N-27 anti-ship weapons. While
Russia is no longer considered an adversary, its continued development and export of
these highly-advanced weapon systems to potential or outright hostile states is
worrisome. Indeed, Russia not only continues to develop cruise missiles, but its ASCMs
are designed specifically to defeat U.S. naval air defenses.”® Worse, Russian-supplied
weapons are routinely re-exported from the country of initial sale. For instance,
Ukraine recently admitted that it sold up to a dozen copies of the ultra-long-range,
thermonuclear-warhead-capable AS-15 Kent to both Iran and China.®* Cooperative
development of such weapons as the joint Russian-Indian BrahMos supersonic anti-
ship missile, which has a range of 175 miles and can be launched from a variety of
land and sea-based platforms, also creates a source of concern, as both states intend
to export it.** Continued work to improve the Russian arsenal will result in the
availability of ever more sophisticated weapons on the international market.
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Iran

Iran possesses a variety of Chinese-made cruise missiles, from the widely-proliferated
Silkworms and Seersuckers to the more advanced Chinese-made Saccade-type
weapons. Most ominously, Iran has acquired some of the same Russian-made AS-15
Kent thermonuclear-warhead-capable strategic cruise missiles that were illegally
exported by the Ukrainian government to China.*® Since both China and Iran are
known reverse-engineering weapon proliferators, this is a strategically significant
development. Iran has developed an air-launched version of the C-802 anti-ship cruise
missile with Chinese help.®® Iran also has received copies of the highly-capable
Russian-made SS-N-22 Sunburn supersonic anti-ship missile.*

In addition to the ASCMs mentioned above, the Military Balance 2006 reports that
the Iranians have an indigenous product line for Noor, Kowsar/Kowsar-1 and Ra’d
anti-ship cruise missiles, which would complement the aforementioned inventory of
Chinese-made missiles.”” Earlier in 2006, during war games in the Persian Gulf, the
[ranians reportedly tested the Kowsar, which is “a land-to-sea missile designed to skim
the surface of the water” that can avoid radar.®® Finally, the Military Balance 2006
calls attention to a dedicated cruise missile group working within the Iranian Aerospace
Industries Organization (AIO).

Iran is devoting additional resources to anti-ship cruise missile development and
production toward the goal of modernizing its naval forces for potential employment
in possible conflicts over control of Straits of Hormuz and U.S. and western naval
access to the Gulf region in general.

North Korea

North Korea possesses a number of Chinese-made anti-ship cruise missiles such as the
Silkworm and Seersucker,*® which it could use against U.S. vessels or other shipping
in the Sea of Japan, constituting another coercive strategy available to that regime for
use against its neighbors.

Pakistan

Pakistan is a regular customer of Chinese and North Korean ballistic missile and
nuclear technologies. As a result, Pakistan is believed to have an arsenal of some 30
to 50 nuclear weapons deliverable via ballistic missile.®® Recently, Pakistan also tested
its Hatf VII Babur LACM, with a range of 500 km, which it touts as being equivalent
to the U.S.’s own Tomahawk. The Babur is capable of delivering both conventional
and nuclear warheads.®
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India

Long a client for Soviet weapon systems, India has several Russian-made cruise missiles
in its inventory, such as the SS-N-25 Switchblade and SS-N-27 Club anti-ship cruise
missiles.®” India also has partnered with Russia to jointly develop and produce the
BrahMos ASCM,® a high-supersonic anti-ship cruise missile closely patterned after
Russia’s own SS-N-26 Yakhont, for both domestic use and for joint export. The
BrahMos/Yakhont family of weapons is a formidable one. Use of a ramjet for
propulsion gives it a maximum speed of nearly three times the speed of sound, which
reduces a defending warship’s warning time by a similar factor and makes the attacking
missile much more difficult to track and shoot down.®*

Israel

Israel began anti-ship cruise missile production soon after its losses to Soviet-made
ASCMs in the Six-Day War. Israel’s first such product, the Gabriel ASCM, was
produced in the late 1960s and had a range of 25 miles. By contrast, the latest, third-
generation version of the Gabriel has a range of 200 km.®® Israel also produces the
Harpy anti-radiation UAV, a battlefield-loitering weapon that it calls a UAV, but which
is, in fact, a radar-ground-station-hunting cruise missile.®® Significantly, copies of the
Harpy that were sold to China were the subject of an international incident involving
Israel, China, and the U.S. over the latter’s concerns about the missiles’ refurbishment.
In the end, the weapons were retained by Israel as a result of demands from the U.S.,
an action that infuriated the Chinese government.®” Such weapons exports to China
represent enormous potential cruise missile proliferation threats to the U.S., if they
should copy or even simply use Israeli-made weapons such as the Harpy.

France

France is also a prominent exporter of cruise missiles. It is said that nothing succeeds
like success in combat. There is perhaps no better proof of this than in the export
success of France’s own Exocet ASCM, the weapon that was so lethal against the
Royal Navy in the 1982 Falklands war. The Exocet has since been sold to nearly three
dozen countries, in both air and ground-launched versions, to such notable states as
Saddam-era Iraq, Libya, Venezuela, and, of course, Argentina.®® Of even greater
concern is the Anglo-French Apache/Scalp/Storm Shadow LACM, also known as
the Black Shaheen in the version exported to the United Arab Emirates. This state-
of-the-art LACM is a stealthy, submunition-dispensing weapon, with versions having
ranges from 140 km to 600 km, and uses GPS, TERCOM, and Imaging Infra-Red
guidance systems.®
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The Attractiveness of Cruise Missiles: Anywhere, Anytime

Cruise missiles are easily stored, mounted and transported and are capable of being
fired from wide variety of platforms and vehicles. They can extend the range of
combat aircraft well beyond the reach of enemy air defenses, radically improving the
survivability and combat-effectiveness of manned aircraft. These same force-multiplier
factors apply to surface warships and submarines that use cruise missiles.

These weapons are no longer solely the purview of the great powers; quite the
contrary, the number of states in possession of cruise missiles is large and growing.
The concomitant threat to the U.S. homeland grows alongside this proliferation of
cruise missile technology. As the preceding section showed, many countries already
have cruise missiles of varying types, and about twenty can manufacture their own
missiles, with the others able to import them from a variety of sources, most
particularly from known proliferator states.

This section reviews how cruise missiles have been used in combat operations and
discusses how they might be employed against the United States in the future.

Cruise Missile Use by the United States

Modern electronics, sensors, and jet engines
enabled the development of cruise missiles
during the Cold War. During the Cold War, Operation Iraqi

the Soviets deployed anti-ship cruise missiles Freedom also saw the
with its navy, as a substitute for the naval air-
arm they did not possess. They were the
Soviet Union’s answer to American naval

first time cruise missiles
were used against the

airpower, particularly against U.S. aircraft- U.S. when Iraq fired 5
carrier-based battle groups.” By contrast, the modified HY-2 missiles
U.S. designed its cruise missiles to extend the at U.S. forces

range, survivability, and destructive power of
their manned strategic forces.

Modern cruise missiles first showed their potential as precision-guided weapons in the
1967 Six-Day War, in which Israel lost several naval vessels to Soviet-made Styx
missiles in the hands of the Egyptian navy.”” Most Soviet cruise missiles of that era
were little more than small, pilot-less jet aircraft with internal navigation and terminal-
phase radar-homing systems, but even then, their effectiveness as substitute airpower
tools was clear.

21



Western Europe and the U.S. developed advanced, second-generation cruise missiles
with greater precision, smaller size, extended range and even some measure of stealthi-
ness. These characteristics reflected the West’s lead in electronics. Western cruise
missile technology first proved effective in the hands of the Argentine Air Force, which
used French-made Exocet missiles so effectively against the British Royal Navy in the
1982 Falklands War.”

Cruise missiles really came of age in modern land warfare in the hands of the U.S.
armed forces during the first Persian Gulf War in 1991, when then-latest generation
Tomahawk cruise missiles were used to attack strategic targets deep inside heavily-
defended Iraqi territory.” These were conventionally-armed counterparts to strategic
weapons developed by the U.S. during the Cold War. Despite being little larger than
naval torpedoes, Tomahawks possessed the ability to fly over 1,500 miles and still
strike to an accuracy of within 30 feet of their intended targets.”

So effective are these weapons in breaching enemy defenses and destroying their
targets that the U.S. has used them in virtually every major military operation since
1991, from Bosnia, Kosovo, Serbia, Sudan, and Afghanistan, and up through
Operation Iraqi Freedom in 2003.7 Cruise missiles provided an attractive option for
responding to terrorist attacks during the 1990s as well, such as when then-President
Clinton ordered cruise missile strikes on targets in Taliban-controlled Afghanistan and
in the Sudan, in retaliation for the 1998 bombings of the U.S. embassies in Kenya and
Tanzania.” Operation Iraqi Freedom also saw the first time crui